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CI/CD with Spack
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CINECA (BO), May 19-21, 2026
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Why pipelines and CI?
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Spack is extremely flexible – and that comes at a cost

• A combinatorial number of configurations
• Different options
• Different compilers, libraries, architectures

• Impossible to always test all of them 

• Guarantees on specific configurations 
• They must be tested on each PR
• Only check what changed
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Is science always done with stable, released software?

• Often, new algorithms are used for research
• They’re not in any release yet
• They are actively developed!

• Research is done in groups

• Many people need to run the same software 
• Artifacts should be reproducible
• It’s a waste if the same build is done repeatedly
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• An environment that defines the configuration precisely, and lives 
alongside the code

• A buildcache so that

• unchanged dependencies are not rebuilt from sources
• newly built binaries can be shared

• A CI pipeline that runs automatically when something changes

Both problems have the same solution!



8

Secondary colors

Primary colors
Elemental

Navy
#001E62

Impact
(Lab) Blue
#0032a1

Energetic
Azure

#3366CC

Livermorium
Ice

#eaf0fb

Carbon 
Gray

#a9aabc

Quantum
Slate

#6e6e7c

Innovation
Yellow

#fcb317

Research 
Red

#9d0c0c

Performance 
Pink

#b40f64

Algorithm 
Orange
#ff7900

Solar
Yellow
#ffd900

Gamma 
Green

#84c342

Extreme 
Turquoise
#00a5b8

Inspiration 
Indigo

#4b0082

spack.io       hpsf.io        Join us at slack.spack.io

Environments
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Environments are the foundation on which CI is built 

manifest lockfile Package installations

spack.yaml spack.lock

$ spack concretize $ spack install
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Matrices: express cross-product builds
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Intermezzo: understanding config scopes
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Spack v1.2: groups of specs in environments

Groups are named and can have 
dependencies

Groups are concretized independently

If a group depends on another:
• It’s concretized after its dependencies
• Specs from dependencies are always 

reused in concretization

 Groups can override configuration



14

Secondary colors

Primary colors
Elemental

Navy
#001E62

Impact
(Lab) Blue
#0032a1

Energetic
Azure

#3366CC

Livermorium
Ice

#eaf0fb

Carbon 
Gray

#a9aabc

Quantum
Slate

#6e6e7c

Innovation
Yellow

#fcb317

Research 
Red

#9d0c0c

Performance 
Pink

#b40f64

Algorithm 
Orange
#ff7900

Solar
Yellow
#ffd900

Gamma 
Green

#84c342

Extreme 
Turquoise
#00a5b8

Inspiration 
Indigo

#4b0082

spack.io       hpsf.io        Join us at slack.spack.io

Use of groups in public pipelines

Unifying the ml-linux pipelines:
• Reduced # of builds by ~50%
• Consolidates configuration in one place
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Mirrors and Buildcaches
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A mirror is a copy of the package sources
• Reproduce builds without upstream availability

A buildcache contains pre-compiled binaries

• When a matching binary is available, it installs 
directly – and build deps are not needed

• This turns Spack into a binary package manager, 
that can build from source when needed

• Packages can be GPG signed

Spack is a binary package manager too!

Spack

usersLocal cache

Shared FS

OCI Registry

S3 Bucket
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Externals
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Spack v1.0 and earlier: external packages

/path/to/external/gcc/openmpi-2.0.0
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Externals can have dependencies

• inline syntax with specs (manual)

• more verbose YAML (programmatic)

Spack v1.1: externals with dependencies
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Custom Repositories
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Custom repositories allow stacks to be layered

llnl.wci.mapp

llnl.wci

builtin

marbl

miranda

leos

boost raja axom

blast

Common internal packages

Application Packages

Open-Source Spack packages

$ spack repo add ./my_repo 
$ spack repo list
==> 2 package repositories.
my_repo    /path/to/my_repo
builtin    spack/var/spack/repos/builtin
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Set a custom destination for a repo

Spack cli allows to:
• select destination
• pin commit, tag, or branch
• update the repository

Everything is in repos.yaml 
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Spack public pipelines

Puttin it all together
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Spack relies on GitLab pipelines to ensure that builds continue working

spack ci

Spack Contributions
on GitHub

spack.yaml
configurations

gitlab.spack.io

GitLab CI builds (changed) packages
• On every pull request
• On every release branch

Cray, x86_64, aarch64, 
MacOS pipelines with 

runners at
U. Oregon or in AWS 



26

Secondary colors

Primary colors
Elemental

Navy
#001E62

Impact
(Lab) Blue
#0032a1

Energetic
Azure

#3366CC

Livermorium
Ice

#eaf0fb

Carbon 
Gray

#a9aabc

Quantum
Slate

#6e6e7c

Innovation
Yellow

#fcb317

Research 
Red

#9d0c0c

Performance 
Pink

#b40f64

Algorithm 
Orange
#ff7900

Solar
Yellow
#ffd900

Gamma 
Green

#84c342

Extreme 
Turquoise
#00a5b8

Inspiration 
Indigo

#4b0082

spack.io       hpsf.io        Join us at slack.spack.io

https://binaries.spack.io

Public, signed binaries in CDN

How do we sustainably manage a binary distribution?

• Moves bulk of binary maintenance upstream, onto PRs
– Production binaries never reuse binaries from untrusted environment

develop releases/2025.09 …

Internal per-PR build caches

Untrusted S3 buckets

github/pr-469 …

Contributors submit 
package changes
• Iterate on builds in PR
• Caches prevent 

unnecessary rebuilds

Maintainers review PRs
• Verify PR build succeeded
• Review package code
• Merge to develop

Rebuild and Sign
• Published binaries built 

ONLY from approved code
• Protected signing runners
• Ephemeral keys

github/pr-468
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More is coming from HPSF
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Thank you!
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• Software Bill of Materials (SBOM)
• Versions, hashes, organization of origin, etc. 
• Executive order in the last administration encouraged

projects to add for security

• SBOMs enable supply chain security
• Scanning installations for CVEs
• Understanding outdated versions
• Understanding where software came from

• Plan: automatically generate SBOMs with spack install
• Expose SBOM location for scanners
• Disclose vulnerabilities
• Make DevSecOps easy for Spack users

SBOMs can provide detailed provenance for packages
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Sharing a Spack instance: pip, apt and more
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